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# Topic

1 Introduction

2 Control System Security

3
Metering, MDM and Customer Information   

Security

4 Corporate System Security

5 Communications Infrastructure Security

6 Applying this to Your Utility
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Increasing Role of Automation

Category Scenarios Category Scenarios

AMI

Meter Reading, 

Prepaid Usage,

Outage Detectioné

Plug-in 

Electric 

Vehicle

Optimized Charging,

Charging w/ DR,

PriceSignalsé

Demand Response

Critical Peak Pricing, 

Real-time pricing, 

Net Meteringé

Distributed 

Resources

Customer Controlled,

Utility DR controlled

Customer 

Interfaces

IHD Usage Info,

HistoricalData,

View Pricing Infoé

Transmission 

Operations

Real-time SCADA,

Network Analysis,

Synchro-phasorsé

Electricity

Market

Bulk Power Market,

Retail Power,

CarbonTradingé

RTO/ISO

Management of 

generation and 

storage.

Distribution 

Automation

Feeder Switching,

Power Flow Analysis,

FLISRé

Asset Management
Equipment Loading,

Asset Replacement
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Security is all about managing information flow.
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Utility Sector Cyber Security Standards

4



© 2012 Power System Engineering, Inc. 

Power System Engineering, Inc.

Utility Cyber-Security Model
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Each utility has to consider how these aspects of the Smart Grid 
intersect with its organization.
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NIST Cyber-Security Objectives
ÅAvailability is generally considered the most critical security 

requirement, although the time latency can vary: 
ï 4 milliseconds for protective relaying 

ï Sub-seconds for transmission wide area situational awareness

ï Seconds for substation and feeder SCADA

ï Minutes for monitoring noncritical equipment and some market pricing

ï Hours for meter reading and longer term market pricing information 

ï Days/weeks/months for collecting long-term data such as power quality

Å Integrity is generally considered the second most critical security 
requirement
ïData has not been modified without authorization

ï Source, time-stamp and quality of data is known and authenticated

ÅConfidentiality: least critical for power system reliability, but 
important for privacy: 
ïCustomer, electric market, and general corporate information

6

Security is centered around how information is handled.
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Differing System Objectives
Category Interface Category Example

Impact

C I A

Control 

Systems and 

Equipment

1 High availability and with  compute and/or BW constraint SCADA feeder monitoring & control L H H

2 Not high availability, but with compute and/or BW constraintAnalyze system faults or devices L H M

3 High availability, but without compute and/or BW constraintDirect Transfer Trip or Substation control L H H

4 Not high availability and without compute and/or BW 

constraint

Low priority data gathering
L H M

5 Control systems within an organization SCADA & Generation DCS L H H

6 Controlsystemsin differentorganizations G&T and Co-op SCADA or

SCADA and ISO/RTO
L H M

Corporate 7 Backoffice systemsundercommonmgmt. CIS and MDMS Interface H M L

8 Backoffice systemsunderdiffering mgmt. MDMS and 3rd party billing H M L

9 Businessto businessfinancialsystems Energy market transactions L M M

Control and 

Corporate

10 Control& Corporatesysteminterface Work management system and GIS interface
L H M

Sensors 11 Sensors& collectorsfor measurement Transformer temp. sensor L M M

12 Sensornetworksandcontrolsystems SCADA to sensors L M M

Metering and 

Customer 

Information

13 SystemsthatusetheAMI network Meters and MDMS or Load Management and Customer H H L

14 AMI network systems with high availability DRMS and Customer Distributed Energy Resources

SCADA and DA over AMI
H H H

15 Systemsusingcustomernetworks(HAN) CustomerAppliances L M M

16 Externalsystems& customersite Energyprovider& DER

CustomerandCIS website
H M L

Inter-system 

Connections

17 Mobile FieldCrewInterfaces OMS,GIS,SCADAé L H M

18 Betweenmeteringequipment Meters & MDMS, Field Crews, DERé L H L

19 Operationsdecisionsupportsystems WAMS & ISO/RTO L H M

20 EngineeringandControlSystems Relaysettings,Oscillography L H M

21 Controlsystemsandvendors VendorRemoteAccess L H L

22 NetworkManagementSystems SNMPto networkdevices H H H

7

Each system has unique requirements.

C Confidentiality

I Integrity

A Availability
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Beyond Electronic Security
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Tools Addresses

Training Awareness of howto use security measures

Social Engineering Avoid inadvertent personnel mistakes

Contingency Planning and 

Incident Response

Plans for what to do when something goes 

wrong.

Physical Access Control Limit those who have physical access

Contractor and Vendor Access Avoid others compromisingyour system

Information Mgmt. and ProtectionKeeping settings,passwords, and infosafe

Patch Management Testchanges carefully to avoid compromises

Logging of activity Keeping track of possible incidents

Cyber security does not rely solely on electronic tools.
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System Components and Exposure Points
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Primary Control Center

Redundant Control Center

Distributed Resources Stations

Natural Gas

Water

Electric

Control Centers

Corporate Systems 

& Remote Access

The system has many components and exposure points.
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Control System Security Objectives
ÅControl as opposed to information

ïAvailability and Integrity: Main objective is system performance

ïInformation: Low impact of disclosure of information

ÅSecurity at all levels

ïPrevention: Encryption and Authentication prevent access

ïDetection: Monitor boundaries and alert system operators

ïContain: Limit extent of control if access is gained

ïRepair: Pre-define processes to restore or manually operate

ÅInter-system

ïInterfaces to OMS and AMI are critical to secure well

11

Prevention is not the only step to maintaining availability.
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Substation ESP Security
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Protection Description Tool

Traffic Limitation Only allow specifictypes of packets Firewall

Packet Inspection Monitor traffic for viruses and malware

Unroutable Prevent access from this substation to another Tunnel

Encryption Scramble bytesto prevent someone from reading VPN

Integrity Detect if any of the bits are changed or replayed

Authentication Make sure only allowed users / computers access

Physical Security Perimeter

Electronic Security Perimeter

Electronic security within physical 

security perimeter

Unsecured
Access 

Point
(Critical) 

Cyber 

Assets

Many options to layer for substation security.

Confidentiality: L

Integrity: H

Availability: H
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Distribution Automation Security
ÅDA Sites pose unique challenges
ïOutside of physical security of substations

ïOpenings to system

ïLimited capability devices lack strength of substation ESP 
devices

ÅSolutions
ïTunnels: back to system to limit access to other resources

ïAuthentication: in device to prevent unintended activation 
or modification

ïAuthentication: run VPN tunnel or DNP 3 v5 to require 
authentication to host 

ïTraffic Inspection: at collector to avoid injected viruses, 
etc.

ïDevice limitation: at DA site and collector, simple 
measures to limit devices which can connect

13

Close the back door on your security system.

Confidentiality: L

Integrity: H

Availability: H
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Corporate and Remote Access
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Extend your system to the field with care.

Primary Control Center

Corporate 

Systems

Internet

Proxy

Server

ÅWorker access to information requires careful design.
ïPublic networks (i.e. cellular) for data access

ïLayer protection through corporate and public networks

ïStrong authentication of remote users

ïProtection of control system through proxy servers

ïLogging of access

ïLimited functionality

Confidentiality: L

Integrity: H

Availability: M


